“ENMU-Ruidoso Announces a Windows© Security Workshop”
ENMU – Ruidoso will offer a hands-on security workshop for the business or home user of Microsoft Windows© on Friday, Nov. 3, 2006 from 1 to 4:30 PM in the ENMU computer lab.  The cost of the workshop is $20.  All participants will receive a CD containing software tools which will help them make their systems more secure.

Anyone who connects their computer to the Internet is at risk for malicious takeover of their machine, including invasion by viruses, spy-ware, and the resulting danger of identity theft.  This hands-on workshop will teach Windows© users how to properly configure their computers and their home or business network to minimize these threats.  Special attention will be given to the setup of wireless Internet connections that are popular with many users.

In addition, the workshop will cover the latest threats to computer security and provide a general background about the security issues faced on the Internet.
Who Should Attend:  Any home or business user who regularly uses the Internet, especially those who use a broadband connection of any kind.  Participants should be familiar with the Microsoft Windows operating system.

Topics to be covered include:

Current Events in IT - The latest threats and counter-measures, especially related to identity theft; Net Neutrality; and Google & Social Networking.

Security 101: What You Really Need to Know - Viruses, Spyware, Phishing, and Rootkits.

How these can make your life miserable.

Wired vs. Wireless Connections: The Differences That Matter - How your computer interacts with the Internet; the important differences between a wired and wireless connection and how that affects security; and threats to wireless networks.

Securing Windows - A hands-on session on how to properly setup Windows along with the use of the workshop-provided software tools to improve your Windows security; firewalls and how to use them effectively.

Securing A Wireless Connection - A hands-on session using the Linksys router that is commonly used for home and small-business networks; how to setup WEP and WPA for improved security.

The workshop will be presented by Mr. Eric Cornelius.  A Ruidoso native, Mr. Cornelius is currently a senior computer science student at New Mexico Tech in Socorro, NM.  During the summer he has been employed by the Army Research Labs at White Sands Missile Range participating in “Red” and “Blue” team activities which involved not only securing their computer systems from intrusion, but also finding ways to hack into a secure system.  He is a director of the Center for Excelled Studies in Information Security (CESIS), a group that is deeply involved with information security research.  

He is an experienced computer programmer and has a special interest in wireless network security and malicious code. He has a background in digital forensics, and is currently developing a network auditing tool which will provide an in-depth analysis of network vulnerabilities.
To register, or for more information, contact Coda Omness or Fred Reed, at the Lincoln County Works Center office, in the State National Bank office building, 707 Mechem Dr., Ruidoso, NM 88345.    
Telephone: (505) 630-8181, or toll free at 1-800-854-4712.  E-Mail:  coda.omness@enmu.edu; or,
 reedf@enmu.edu.  Due to the limited seating, payment or a purchase order is requested at the time of registration.

